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ABSTRACT: Big data which is an derivational application of Hadoop distributed file system plays a crucial role in cloud computing environment. The 
major factor considered here is the privacy related issues in cloud computing that are associated with hadoop big data. Organizations, enterprises, 
companies, marketing agencies and many large and small scale sector industries rely upon big data applications. Globalization of computing assets may 
be the biggest contribution the cloud has made to date. For this reason, the cloud is the subject of many complex geopolitical issues. The outsourcing 
feature of cloud computing is widely dependent upon some of the basic security requirements like storage privacy, data confidentiality, anonymity, 
auditability and search pattern privacy.Hence, cloud environment offers all these facilities available to its users with a built-in infrastructure that 
incorporates technologies, policies, controls and big data tools to protect the data. Moreover, cloud computing and big data is about to promote many 
innovative frontiers in science. 
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1. INTRODUCTION 
For the process of identifying patterns and analyzing 
complex data it is very important to effectively store, 
outsource, manage and audit the data eventually with its 
resources. Cloud environment is meant to store the data 
leaving the users an location unaware criteria for their 
stored data. This is due to the fact that the users have to 
utilize the allocated resources and also adhere to 
scheduling process defined by the controls. Hence, it is 
very important to protect the data in the midst of the 
unsecure processes. Moreover, cloud involves extensive 
complexity to develop an separate infrastructure for security 
concerned issues. So the idea behind this research is to 
develop a secure cloud rather than securing the cloud. In 
order to process bulk amount of data in commodity 
hardware, Map Reduce framework has been introduced by 
Google. Apache’s Hadoop distributed file system is 
booming as the superior software component for cloud 
integrated with Map Reduce.Hadoop is the open source 
implementation and a progressive version of Google Map 
Reduce. It is a Distributed File System that offers its 
application programmers with the abstraction of Map and 
Reduce.Hadoop is really an excellent choice for 
organizations that process and generate a huge volume of 
data every day. However, its security related issuesis not 
that satisfactory to the way beyond its advantages. Some of 
the issues that should be concerned are security, business 
continuity, data access, monitoring and high availability. 
This paper proposes an intense idea of developing an 
infrastructure that is secured so that the burdens posed on 
the data owners related to security issues are completely 
avoided. The proposed work can operate on such a way 
that it can handle large number of sites, process bulk 
amount of data and can also manipulate massive amount of 
data. HDFS and Map Reduce do not intend to provide the 
security measure due to unmanageable security 
collaborations. But Hadoop framework can resolve this 
problem and manage wide variety of data by combining K-
means with data mining technology. 
 
 
 

2 PRELIMINARIES 
 

2.1 Cloud Computing 
The project work completely relies upon the usage of the 
domain “Cloud Computing”. Cloud computing is computing 
in which large groups of remote servers are networkedto 
allow centralized data storage and online access to 
computer services or resources. Clouds can be classified 
as public, private or hybrid.Cloud computing enables a user 
to get the advantage of using multiple system resources 
without the need of underlying software resources and 
system architecture. The cloud sees no borders and thus 
has made the world a much smaller place. The Internet is 
global in scope but respects only established 
communication paths. People from everywhere now have 
access to other people from anywhere else. 
 
Key Characteristics of Cloud Computing 

 Centralization of infrastructure and lower costs 

 Increased peak-load capacity 

 Efficiency improvements for systems that are often 
underutilized 

 Dynamic allocation of CPU, storage, and network 
bandwidth. 

 

3 Cloud Service Models 
 

3.1 Infrastructure as a service (IaaS) 
In the most basic cloud-service model & according to the 
IETF (Internet Engineering Task Force), providers of IaaS 
offer computers – physical or (more often) virtual machines 
– and other resources. To deploy their applications, cloud 
users install operating-systemimages and their application 
softwareon the cloud infrastructure.  
 

3.2Platform as a service (PaaS) 
In the PaaS models, cloud providers deliver a computing 
atfoplrm, typically including operating system, programming 
language execution environment, database, and web 
server. Application developers can develop and run their 
software solutions on a cloud platformwithout the cost and 
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complexity of buying and managing the underlying 
hardware and software layers.  
 

3.3Software as a service (SaaS) 
In the business model using software as a service (SaaS), 
users are provided access to application software and 
databases. Cloud providers manage the infrastructure and 
platforms that run the applications. SaaS is sometimes 
referred to as "on-demand software" and is usually priced 
on a pay-per-use basis. SaaS providers generally price 
applications using a subscription fee. 

 

 
 

Fig: Cloud Service Models 

 

3.4 BIG DATA 
Big data is a broad term for data sets so large or complex 
that traditional data processing applications are inadequate. 
Challenges include analysis, capture, curation, search, 
sharing, storage, transfer, visualization, and information 
privacy. The term often refers simply to the use of predictive 
analytics or other certain advanced methods to extract 
value from data, and seldom to a particular size of data set. 
Analysis of data sets can find new correlations, to "spot 
business trends, prevent diseases, combat crime and so 
on. Scientists, practitioners of media and advertising and 
governments alike regularly meet difficulties with large data 
sets in areas including Internet search, finance and 
business informatics. Scientists encounter limitations in e-
Science work, including meteorology, genomics, 
connectomics, complex physics simulations, and biological 
and environmental research. 
 

3.5 HADOOP 
Apache Hadoop is an open-source software framework 
written in Java for distributed storage and distributed 
processing of very large data sets on computer clusters 
built from commodity hardware. All the modules in Hadoop 
are designed with a fundamental assumption that hardware 
failures (of individual machines, or racks of machines) are 
commonplace and thus should be automatically handled in 
software by the framework.The core of Apache Hadoop 

consists of a storage part (Hadoop Distributed File System 
(HDFS)) and a processing part (MapReduce). 
 

3.6 HDFS 
The Hadoop distributed file system (HDFS) is a distributed, 
scalable, and portable file-system written in Java for the 
Hadoop framework. A Hadoop cluster has nominally a 
single namenode plus a cluster of datanodes, although 
redundancy options are available for the namenode due to 
its criticality. Each datanode serves up blocks of data over 
the network using a block protocol specific to HDFS. The 
file system uses TCP/IP sockets for communication. Clients 
use remote procedure call (RPC) to communicate between 
each other. 
 

3.7MAP REDUCE 
MapReduce is a programming model for processing and 
generating large data sets with a parallel, distributed 
algorithm on a cluster. Conceptually similar approaches 
have been very well known with the Message Passing 
Interface standard having reduce  and scatter operations. A 
MapReduce program is composed of a Map() procedure 
that performs filtering and sorting (such as sorting students 
by first name into queues, one queue for each name) and a 
Reduce() procedure that performs a summary operation 
(such as counting the number of students in each queue, 
yielding name frequencies). The "MapReduce System" 
(also called "infrastructure" or "framework") orchestrates the 
processing by marshalling the distributed servers, running 
the various tasks in parallel, managing all communications 
and data transfers between the various parts of the system, 
and providing for redundancy and fault tolerance. 
 

4 MOTIVATION AND RELATED WORKS 
In spite of the cloud, emerging as the most wanted 
technology for outsourcing the data the security aspects 
concerned with this domain has also been challenging. The 
cloud platform is vulnerable to few attack which has to be 
concentrated for efficient data manipulation. The attackers 
will always find a loophole to enter into the network for 
malfunctions. Hence, it is very important to reconsider the 
cloud domain deployment. To ensure security the following 
aspects has to be considered: visualize control, ports, 
inspect the network links. Developing an attacker free 
infrastructure is the most responsible task for enhancing the 
cloud environment concerned to the security issues. 
Hadoop, a java based distributed file system is the new 
framework that has features to be developed and more 
security issues to be addressed. The importance of 
SPARQL that is used in diverse data sources has been 
analyzed by W3 consortium. Secured query can also 
increase the utility tradeoff. The query can also be 
processed in particular rather than general. The XML 
documents can be with access controls. Third party 
authentication for XML documents imposed a tight security 
to the network. The idea of  storing the encrypted 
documents seems to be more effective for secure data 
access but due to the overhead of using cryptographic 
techniques this idea is not effectively followed. Rather, 
query processing can take place in secured environment. 
For this, Kerberos from MIT can be deployed. Kerberos is a 
system of authentication that relies upon cryptographic 
technologies with a third party, arbitrator to ensure secure 
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authentication to open the network. Tickets are also used to 
avoid plaintext processing. The mathematical bound 
potential privacy prevents the information leakage beyond 
the data owners’ policies. With all these stated works, a 
secure cloud environment is built with Big Data assistance. 
 

5 CHALLENGING ISSUES: 
Cloud computing is a cluster of framework that comes along 
with networks, database operating systems, virtualization, 
resource scheduling, transaction management, load 
balancing, concurrency control and memory management. 
In addition to the security issues the following aspects are 
also to be considered at various levels as follows: 
 
 

    

Network 
Level 

Authentication 
Level 

Data Level 
Generic 
Types 

Fig: Challenging issues at various levels 
 

 In distributed nodes, the computation can be done 
anywhere the resources are found, which becomes 
a challenging issue for security aspects. 

 The data in the cloud environment cannot be 
tracked down because of location inconsistency. In 
case of data loss or data corruption it cannot be 
easily rectified due to the physical location 
problem. 

 Hadoop distributions use RPC over TCP/IP for 
data transmission but with this technology anyone 
can attacker can hack into the system. 

 Hadoop stores data in the original format which is 
again poses a threat for its owners. 

 A node can have administrative rights which can 
accept uncontrolled access. 

 A node can join clusters which again makes it 
vulnerable. 

 Logging is an important factor to be considered for 
data being stored at the cloud environment. 
Security breaches cannot be identified in case of 
unavailable logging details. 

 

6 THE PROPOSED METHODOLOGY 
The following are the list of proposed ideas for the cloud 
environment embedded with big data in order to provide a 
highly secure network. File encryption is the holistic solution 
for the data that are stored at location unaware resources. If 
a file is said to be encrypted then it should be authenticated 
with the help of keys, certificates and trusted third parties. 
This places an extensive complex situation for the 
attackers.All network communication path should be 
encrypted. RPC should bind with the SSL encryptions for 
more accurate results.Logging is an important security 

aspect. Hence, with the help of Map Reduce it can be 
accomplished by implementing the logging features. 

 
Fig: A layered network for secure cloud model 

 
The nodes that run the software should be monitored 
periodically. Also the application and hadoop software 
should be eventually upgraded.Kerberos can be used to 
specify the authorized node that can enter into the cluster of 
nodes.Map Reduce application should be thoroughly tested 
and it should be distributed among various monitoring 
teams to ensure robustness.Honey pots can be 
implemented among the clustered node which acts as a 
trap for unauthorized nodes.A layered framework can be 
used for the cloud related security issues.To maximize 
resource allocation cloud servers depend upon a widely 
distributed network. Hence, it is very important to secure 
the data at remote location. For this, a trusted third party 
that serves as proxy server is being incorporated in order to 
secure the cloud environment. 
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Fig: Third party access to the cloud. 

 

7 ANALYSIS OF THE PAPER 
The data are  classified as public, private, sensitive and 
confidential. Examination of numerous data breahes shows 
that the system may be an error prone to use if not 
accomplished with the security fulfillments.The proposed 
approach guarantees the five storage privacy requirements. 
First, since the data are encrypted, unauthorized parties 
cannot learn the content of the stored data. Second, our file 
identifiers are numeric values that do not divulge any 
information about the file content or the ownership. So 
multiple data files cannot be linked by their identifiers. Third, 
by adding redundancy to the linked lists, the adversaries 
can hardly tell if the searches were for the same keyword, 
or if a set of data files contain a same keyword. The fourth 
requirement, i.e., the storage/retrieval anonymity can be 
easily satisfied because the private cloud performs the 
storage/retrieval for all the users itsupports and no 
particular user can be associated with any storage retrieval 
processes. Finally, the keyword used for search is 
encrypted in the trapdoor, and thus, no sensitive 
information isrevealed. However auditing done at the cloud 
domain may pose some info’s to the hackers. Relying upon 
the fine grained auditing like oracle 9i enables conditioning 
auditing. 
 

8 DISCUSSION 
Cloud is an emerging platform for both the small and large 
scale industries. Hence, securing data at this domain is 
equally important. The proposed paper specifies massive 
solutions for securing data at the cloud embedded with big 
data. The security requirements are clearly listed, enacted 
and discussed. Based on this the data owners are out of 
risk for uploading the data at the cloud. Moreover, various 
data types like structured an unstructured data can also be 
widely outsourced at the cloud package. The auditability 
function can be strongly achieved. A survey of various 
cloud servers storage methodology can be compared and 
the highly secured cloud server can be detected and used 
for storage purpose as well as efficient retrieval. 

 

9 REFERENCES 
[1] VenkataNarasimhaInukollu,SailajaArsi and 

Srinivasa Rao Ravuri"SECURITY ISSUES 
ASSOCIATED WITH BIG DATA INCLOUD 
COMPUTING" proceddings of International   
urnal of Network Security & Its Applications 
(IJNSA), Vol.6, No.3, May 2014 

 
[2] Ren, Yulong, and Wen Tang. 

"ASERVICEINTEGRITYASSURANCEFRAMEWO
RKFORCLOUD         
COMPUTINGBASEDONMAPREDUCE."Proceedi
ngsofIEEECCIS2012.Hangzhou:2012,pp240–          
244,Oct.302012-Nov.12012 

 
[3] N,Gonzalez, MiersC, RedigoloF, CarvalhoT, 

SimplicioM, deSousaG. T, and Pourzandi M."A   
Quantitative Analysis ofCurrent SecurityConcerns 
andSolutions  for Cloud Computing.". 
Athens:2011.,pp231–238,Nov.292011-Dec.12011 

 
[4] Hao, Chen, and Ying Qiao. "Research ofCloud 

Computing based on the Hadoopplatform.".      
Chengdu,China:2011,pp.181–184,21-23Oct2011. 

 
[5] Y, Amanatullah,  IpungH.P.,  JuliandriA, and  Lim  C. 

"Toward  cloud  computing  reference 
architecture:Cloudservicemanagementperspective.".
Jakarta:2013,pp.1-4,13-14Jun.2013 

 
[6] A,Katal,WazidM,andGoudarR.H."Bigdata:Issues,chal

lenges,toolsandGoodpractices.".Noida: 
2013,pp.404–409,8-10Aug.2013 

 
[7] Lu, Huang, Ting-tin Hu, and Hai-shan Chen. 

"Researchon Hadoop Cloud Computing Modelandits 
Applications." .Hangzhou, China: 2012, pp.59–63,21-
24Oct.2012. 

 
[8] Wie, Jiang, Ravi V. T, and Agrawal G."A Map-

Reduce Systemwithan Alternate A PIfor Multi-core 
Environments." Melbourne,VIC:2010,pp.84-93,17-
20May.2010 

 
BIOGRAPHY 

 
S. ARUNKUMA Rreceived the MSC software Engineering 
from Muthayammal college of Engineering which belongs 

to Anna University. Heiscurrently 
pursuinghis M. E degreein Computer 
Science and Engineering in Surya 
Group of Institutions which belongs to 
Anna University. His research interest 
includes Cloud Computing, Cloud 
related hypervisor technologies &Data 
Mining, Information & Knowledge 

Management .He has published her research work in cloud 
computing and complex data   in a leading international 
journals. 
 
 
 



INTERNATIONAL JOURNAL OF TECHNOLOGY ENHANCEMENTS AND EMERGING ENGINEERING RESEARCH, VOL 3, ISSUE 05                   118 
ISSN 2347-4289 

Copyright © 2015 IJTEEE. 
 

 
P. Nikitha is a PG Scholar of 
Computer Science & Engineering at 
Surya Group of Institutions, 
Vikravandi.  She received her 
B.Tech degree from Anna 
University, Chennai. Her research 
interest includes Cloud Computing, 
Cloud related hypervisor 

technologies & Data Mining. She has published her 
research work in cloud computing in a leading 
international journals. 
 

S. SundarRajan is an Associate Professor 
of Computer Science & Engineering at 
Surya Group of Institutions, Vikravandi. He 
is a research scholar at St. Peters 
University, Chennai. He received his 
Master degree from Anna University, 
Chennai. His research interest includes 

Data Mining, Information & Knowledge Management, Cloud 
Computing and Computer Communication & Networks. 
 


