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ABSTRACT: The inconvenience associated with spams and the cost of having an important mail misclassified as spam have made all efforts at
improving spam filtering worthwhile. The Naive Bayes algorithm has been found to be successful in properly classifying mails. However, they are not
perfect. Recent researches have introduced the idea of smoothing into the Naive Bayes algorithm and they have been found to produce better
classification. This study applies the concept of linear interpolation smoothing to Naive Bayes spam classification. The resulting classifier did well at
improving spam classification and also reducing false positives.
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The inexpensive cost of sending emails has come with the
undesirable activity of sending unwanted emails by largely
unknown sources. These unwanted emails are known as
spams. To a sender of a spam, sending it is quite cheap.
However, to the receiver a spam comes in at an expense in
terms of money, time and discomfort. Today, it is estimated
that spam costs organizations globally billions of dollars in
terms of lost productivity and equipment, software and
manpower needed to combat the problem. Also, spams
contribute to other crimes, such as: financial theft, identity
theft, data and intellectual property theft, and virus and
malware infection [5]. Spams are also used in marketing
pornography and other objectionable materials. The
aforementioned implications of spam have made efforts in
fighting or even eliminating spams worthwhile. Several methods
as highlighted by Metz [6] have been used overtime in
combating spams with varying degree of success. Of all the
methods used in combating spam, the Naive Bayes algorithm
has been found to be largely successful. The Naive Bayes
classifier combines the probabilities of every token in a mail,
and estimates the probability of the mail being spam using
Bayes’ theorem. It should be noted that it is possible that in a
given mail to be classified that certain tokens that were not seen
during training are present [20]. The probabilities of the unseen
tokens if calculated using the traditional maximum likelihood
estimate yields zero which can consequently reduce the
combine probabilities to zero [4], [11],[14],[20]. This problem can
be handled using the language model approach in a process
known as smoothing. Smoothing basically increases the
probability of unobserved items at the expense of the
probability of observed items. In other words, smoothing
describes techniques for adjusting the maximum likelihood
estimate to hopefully produce more accurate probabilities [15],
[17]. A Bayesian classifier for spam filtering with more accurate
probability can produce a better classification and ultimately
reduce false positives which are the aim of most spam filters.
There are several methods of smoothing; some of which are
Laplace, Witten-Bell, Lidstone, Katz, Two-stage smoothing,
Kneser-Ney, Church-Gale, Absolute Discounting, Linear
interpolation (also known as Jelinik-Mercer Smoothing) among
others [14],[17]. The aim of this study basically is to evaluate
Linear Interpolation smoothing albeit a modified approach (an
interpolation of Laplace estimate and the maximum likelihood
estimate of the collection) on Naive Bayes spam classifiers. It
is believed that well smoothed probabilities can have a

positive influence on the performance of a classifier in terms of
accuracy and in spam filtering in terms of reducing false
positives.

2
NAIVES BAYES SPAM CLASSIFIER AND
SMOOTHING
A Bayes classifier is a simple probabilistic classifier based on
applying Bayes' theorem with naive independence
assumptions.

2.1 Bayes Probabilistic Model
Bayes probability model for a classifier is a conditional model
P(C|𝑥1 , … . , 𝑥𝑛 ) over a dependent class variable C with a small
number of outcomes or classes, conditional on several feature
variables 𝑥1 through 𝑥𝑛 [17]. The Bayes probability model is
given as:

P(c|x) =𝑃 𝑐 ∗ 𝑃(𝑥|𝑐) 𝑃(𝑥)

(1)

In plain English the above equation can be written as:
Posterior = 𝑝𝑟𝑖𝑜𝑟 ∗ 𝑙𝑖𝑘𝑒𝑙𝑖𝑜𝑜𝑑 𝑒𝑣𝑖𝑑𝑒𝑛𝑐𝑒

(2)

2.2 Naïve Assumption Bayes Model
Given a set of features { 𝑥1 , … . , 𝑥𝑛 } over a set of
class{𝑐1 , … . , 𝑐𝑚 }, then if the number of features n is large,
calculating𝑃(𝑥|𝑐) becomes difficult,time consuming and may
be infeasible. In order to simplify the calculation of 𝑃(𝑥|𝑐), an
assumption of independence of features is made. This
independence assumption of features led to the name Naive
Bayes. If the assumption of independence is made, then𝑃(𝑥|𝑐)
is calculated as:
𝑃(𝑥|𝑐) =

𝑛
𝑖=1 𝑃(𝑥𝑖 𝑐)

(3)

If (3) is substituted into (1) then, we have,

P(C|x)=𝑃 𝐶 ∗

𝑛
𝑖=1 𝑃(𝑥𝑖 𝐶)

𝑃(𝑥)

(4)

2.3 Spam Classifier
Given a set M = {S, L}, then a spam filter can be seen as a
decision function that decides if an incoming mail M is
spam(S) or legitimate (L).If the set of all e-mail messages is
denoted by M, then the spam filter f is given by f : M
→
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{S,L}. This function is obtained by training a machine learning
algorithm on a set of pre-classified messages {(𝑚1 ,𝑐1 ), (𝑚2 ,𝑐2 ).
. . (𝑚𝑛 , 𝑐𝑛 )}, 𝑚𝑖 ϵ M,𝑐𝑖 ϵ {S,L} [12].

2.4 How A Naive Bayes Spam Classifier Is Built
The naive Bayes spam classifier has two parts namely:
training part and the classification part. The training aspect
involves the following steps:
I.
Tokenization: This step is very important as this
allows the set of tokens constituting a training corpus
to be obtained.
II.
Representation: Most machine learning algorithms
only classify numerical objects (real numbers or
vectors) [12]. The set of tokens obtained in the
previous step must be represented in some ways.
Notable methods of representation include the bag-ofwords
representation, Term frequency-inverse
document frequency (Td-idf), binary representation
among others [18].
III.
Feature Selection: After a mail is tokenized, the
resultant tokens obtained are usually very large. The
number of tokens that may result at this stage may
run into tens or even hundreds of thousands. This has
the disadvantage of causing high computational
complexity. In order to reduce the dimension of the
feature space, some feature selection methods are
used to remove less informative terms. Popular
feature selection methods include: Information Gain,
Document Frequency, Term Frequency Variance, Chisquare method and Mutual Information.
IV.
Probability Estimation: From the Bayesian probability
model given in equation (i), P(x|C) corresponds to the
likelihood of seeing a feature x in class C. With
respect to Spam and Non Spam classes, we can
rewrite P(x|C) for a token t as:
P(t|Spam)=𝑓𝑟𝑒𝑞𝑢𝑒𝑛𝑐𝑦 𝑜𝑓 𝑡 𝑖𝑛 𝑆𝑝𝑎𝑚 𝑡𝑜𝑡𝑎𝑙 𝑛 𝑡𝑜𝑘𝑒𝑛𝑠 𝑖𝑛 𝑆𝑝𝑎𝑚
(5)
P(t|Ham)
(6)

=

𝑓𝑟𝑒𝑞𝑢𝑒𝑛𝑐𝑦 𝑜𝑓 𝑡 𝑖𝑛 𝐻𝑎𝑚 𝑡𝑜𝑡𝑎𝑙 𝑛 𝑡𝑜𝑘𝑒𝑛𝑠 𝑖𝑛 𝐻𝑎𝑚

P(C) corresponds to the prior probabilities of the classes of
interest.
P(Spam)=
𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑆𝑝𝑎𝑚 𝑚𝑒𝑠𝑠𝑎𝑔𝑒𝑠 𝑇𝑜𝑡𝑎𝑙 𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑚𝑒𝑠𝑠𝑎𝑔𝑒𝑠
P(Ham)=
𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝐻𝑎𝑚 𝑚𝑒𝑠𝑠𝑎𝑔𝑒𝑠 𝑇𝑜𝑡𝑎𝑙 𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑚𝑒𝑠𝑠𝑎𝑔𝑒𝑠

(7)

(8)

P(x) as it is seen in equation (1) is usually not calculated as it
is the same for all classes.
V.

The probabilities computed in step (IV) are used in
calculating P(C|x)

The classification aspect consists of the following steps:
I.
The incoming mail is tokenized.
II.
Obtain the corresponding likelihood estimate for
each of the resulting tokens.
III.
Combine the likelihood estimates for all the tokens
found in the mail

IV.
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Compare the combined estimate for each class
and return the class with higher value as the class
of the inspected mail i.e. maximum a posteriori or
MAP decision rule.

2.5 Smoothing
A situation may arise when a feature or a token does not
appear at all during training. In such a situation, the probability
of unseen tokens becomes zero. This obviously cannot be
used as input to the Bayesian classifier as it will reduce
everything to zero. Smoothing can be used in handling cases
like this. Smoothing aims to adjust the probability of an unseen
event from a seen event, that arise due to data sparseness.
Some popular smoothing methods include: Laplace
Smoothing, Good-Turing Estimate, Witten-Bell Estimate,
Jelinek-Mercer Smoothing(Linear Interpolation), Absolute
Discounting, Dirichlet Smoothing, Two stage smoothing e.tc.
2.5.1 Benefit of Smoothing
As earlier stated, the major motivation for smoothing is to
handle zero frequency problems that may occur in document
models. It has however been observed overtime that
smoothing can improve information retrieval and Bayesian
classification. Zhai and Lafferty [2] theorized that smoothing
play dual roles. These roles are:
 It improves the reliability of the model, especially by
assigning non-zero probabilities to terms that do not
occur in the document.
 It facilitates the generation of terms in the query that
are commonly used in general or are particularly
typical in the collection.

3 METHODOLOGY
3.1 Tokenization
The corpus used for training and testing the classifier were
tokenized using whitespaces and punctuation marks such as
“?”,”.” and ”!”. Numerical values were also dropped as they will
not add to classification efficiency. Dropping numerical values
also allow whatever character that may be appended at the
front of the number ignored to be retained. For example, if we
have a string like “$4000”, by ignoring the number, the
character “$” can be retained as a token. This becomes
particularly useful in spam filtering because characters
representing currencies especially dollars occur frequently in
spams.
3.2 Feature Selection
None of the feature selection methods enumerated in section
2.4 was used. However, some steps were taken to reduce the
dimension of the set of tokens and also ensure that words that
were not considered to be important were screened out. This
was done by removing words containing less than four
characters.
3.3 Probability Estimation
Prior Probability: The prior probabilities for the two categories
under consideration i.e spam and ham were computed as:
P (spam) = 𝑛𝑢𝑚𝑏𝑒𝑟𝑜𝑓𝑠𝑝𝑎𝑚 𝑚𝑎𝑖𝑙𝑠 𝑡𝑜𝑡𝑎𝑙 𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑚𝑎𝑖𝑙𝑠
P (ham) = 𝑛𝑢𝑚𝑏𝑒𝑟𝑜𝑓𝑎𝑚 𝑚𝑎𝑖𝑙𝑠 𝑡𝑜𝑡𝑎𝑙 𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑚𝑎𝑖𝑙𝑠
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Likelihood: The likelihood was calculated using the
interpolation of the Laplace estimate of a token and the
maximum likelihood estimate of that token in the total corpus
collection. In other words, a parameter λ was introduced such
that:

relatively poorly.
When λ = 0.9, misclassifications were very high.
Apart from when λ = 0.1, there were at least 2
misclassifications for the values of λ between 0.1
and 1.
Generally, there were more spams misclassified as
legitimate mails as legitimate mails misclassified as
spam.

II.
III.

IV.
Given a mail M = {S, L}, the likelihood estimated of a token
t in category S is computed as
𝑃𝜆,𝑡 (t|S)=(1-λ 𝑃𝐿𝐴𝑃 (t|S)+λ𝑃𝑀𝐿𝐸 (t|M)

(4)
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The table below shows the performance of the filter built

where 𝑃𝐿𝐴𝑃 (t |S) is the Laplace estimate of a token t in
category S and𝑃𝑀𝐿𝐸 (𝑡 |𝑀)is the maximum likelihood estimate
of token t in the total collection of S and L i.e M Equation (4)
was adopted from Jelinek-Mercer’s linear interpolation
smoothing [7] albeit with the introduction of Laplace smoothing
in it. The parameter λ is known as the smoothing parameter.

3.4 Naïve Bayes Model Used
Multinomial Naive Bayes model was used in the
implementation. The major reason why it is preferred is
because Multinomial model performs well as compared to
other models such as Bernoulli and Binarized Multinomial
Models [1].
3.4 Performance Evaluation
The performance of the constructed filter was evaluated from
two different stand points. These are decision theory (false
positives and false negatives) and information retrieval (recall
and precision) With respect to spam classification, false
positives are legitimate messages classified as spam while
false negatives are spam messages classified as legitimate.
Recall is the ratio of relevant items that are retrieved, which in
this case is the proportion of spam messages that are actually
recognized. For example if 9 out of 10 spam messages are
correctly identified as spam, the recall rate is 0.9. Precision is
the ratio of the spam messages classified as spam over the
total number of spam messages tested.

λ

TN

TP

FN

FP

0.9
40
0.5
46
0.1
49
Figure 1

20
40
47

30
10
3

10
4
1

PRE
(%)
66.6
90.9
97.9

REC
(%)
40
80
94

ACC
(%)
60
86
96

Note:
TN refers to legitimate mail classified as legitimate.
TP refers to spam classified as spam.
FP refers to legitimate mail classified as spam
FN refers to spam classified as legitimate mail.
PRE implies precision
REC refers to the recall
ACC refers to accuracy.
Precision = 𝑻𝑷/(𝑻𝑷 + 𝑭𝑷)
Recall = 𝑻𝑷/(𝑻𝑷 + 𝑭𝑵)
Accuracy = (𝑻𝑷 + 𝑻𝑵)/(𝑻𝑷 + 𝑻𝑵 + 𝑭𝑷 + 𝑭𝑵)
From the above table, it can be inferred that the filter performs
best when λ is tuned to 0.1. An astonishing observation made
in the table above is that at λ= 0.9, when the TP is low the TN
is high. This is likely due to the nature of the corpus used i.e
the Lingspam corpus. The tokens making up the spam corpus
falls in a wider area of discourse compared with those making
up the ham.

4 EXPERIMENTS AND RESULTS.

4

The main purpose of the project is to test how the interpolation
of Laplace estimate and the maximum likelihood estimate of
each token in the total corpus will fare. To test this, the raw
LingSpam corpus ((i.e the corpus was not lemmatized or preprocessed in any way) was used to train the filter. The corpus
used for this project is the LingSpam Corpus obtained from
http://csmining.org/index.php/ling-spam-datasets.html [13]. A
portion of the corpus was also reserved for testing the
performance of the filter. Overall, over 150 mails were used to
train each category of interest (i.e Spam and Ham classes).
Recall that the formula used for calculating the likelihood of
each of the features in each category is:

The major aim of this paper is to see how the interpolation of
Laplace and the maximum likelihood estimates of the
collection model can improve the performance of spam filters
and also reduce the number of false positives. It has been
seen that when the smoothing parameter is rightly set, the
classification can be very efficient and also that the number
of false positives can be reduced.

𝑃𝜆,𝑡 (t|S) = (1-λ)𝑃𝐿𝐴𝑃 (t |S) + λ 𝑃𝑀𝐿𝐸 (t |M)

[2] C. Zhai, and J. Lafferty, “The Dual Role of Smoothing in
the Language Modelling Approach”. In Proceedings of the
Workshop on Language Models for Information Retrieval
(LMIR) 2001, pages 31–36, 2001.

The likelihood estimate given above allows a feature or a
token to be seen from two perspectives: its class and in all the
classes, where the parameter
λ serves as an adjustment
parameter. To test the spam filter, 50 mails of spam and
legitimate classes were each used for this experiment.
Generally, the spam filter works well however, the following
observations were made:
I.
When
λ >= 0. 6, the spam filter performed

CONCLUSION
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