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ABSTRACT: In classification, discrimination is a type of treatment that includes denying the membership in one group opportunities that are available in
another group. Discrimination based on age, religion, gender, caste, disability, employment, language, race and nationality. In this technique, direct and
indirect discrimination is prevented using rule protection and rule generalization methods and BIRCH (Balanced Iterative Reducing and Clustering using
Hierarchies) is used to perform hierarchical clustering for huge data-sets. To enhance privacy, we propose a virtual password concept to secure user's
passwords in banking process. We applied user-determined randomized linear generation functions to secure user’s passwords based on the fact that a
server has more information than any adversary does. We are evaluating metrics for proposed methods that impact on information loss and data quality

in data mining.
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|. INTRODUCTION

Discrimination involves the group's initial reaction that influen-
cing the individual's actual behavior towards the group, re-
stricting members of one group from privileges that are availa-
ble to another group, leading to the rejection of the individual
or entities based on logical decision making. Discrimination
based on age, religion, gender, caste, disability, employment,
language, race and nationality. In the beginning, automating
decisions may give a sense of fairness but the decision rule
does not learn itself by personal preferences. The classifica-
tion rules are actually learned by the system model based on
historical data. If the original data are inherently biased against
a particular community, the learned model also shows the
negative impact on it. Users with important accounts on the
Internet face many kinds of attacks, e.g., a user ID and pass-
word can be stolen and misused. The secure protocol
SSL/TLS [1] for transmitting private data over the web is well-
known in academic research, but most current commercial
websites still rely on the relatively weak protection mechanism
of user validation through plaintext password and user ID.
Meanwhile, even though a password can be passed through
protected channel, this approach is still susceptible to attacks
as follows. Phishers attempt to illegally obtain sensitive data,
such as passwords and debit card details, by concealed as a
reliable person or business in an electronic communication.
Password Stealing Trojan is a program that contains or installs
malicious code. There are many such Trojan codes that have
been found online today, so here we just briefly introduce two
types of them. Key loggers confine keystrokes and accumulate
them in the machine, or drive them back to the opponent.
Once a key logger program is activated, it provides the oppo-
nent with any strings that a person might enter online, conse-
qguently placing individual data and online account details at
risk. Trojan Redirector was designed to redirect end-users
network traffic to a location to where it was not intended. This
includes crime ware that changes hosts files and other DNS
specific information, crime ware browser-helper objects that
redirect users to counterfeit sites, and crime ware that may
install a network level driver or filter to redirect users to fraudu-
lent locations. Shoulder surfing is a method of stealing other’s

passwords and other sensitive personal information by looking
over victims’ shoulders while they are sitting in front of termin-
als. Privacy-preserving data mining (PPDM) refers to the area
of data mining that seeks to safeguard sensitive information
from unsolicited or unsanctioned disclosure. Most traditional
data mining techniques analyze and model the data set in ag-
gregation, while privacy preservation is primarily concerned
with protecting against disclosure individual data records. This
area partition points to the technical feasibility of PPDM. The
cryptographic approach to PPDM assumes that the data are
stored at several private parties who agree to disclose the re-
sult of a certain data mining computation performed jointly
over their data.

II. RELATED WORK

Numerous direct and indirect discrimination schemes have
been proposed previously. Those schemes either eliminate
direct or indirect discrimination. Fast algorithms for mining as-
sociation rules that defines the issues of discovering associa-
tion rules between items in a large database of sales transac-
tions[2]. The proposed algorithms can be combined into a hy-
brid algorithm named as AprioriHybrid. Toon Calders investi-
gated that to modify the naive Bayes classifier in order to per-
form classification that is restricted to be independent with
respect to a given sensitive attribute [3]. Preferential sampling
introduced the idea of Classification with No Discrimination
(CND) [5] and proposed a solution based on “massaging” the
data to remove the discrimination from it with the least possi-
ble changes [6]. For a survey of work in statistical databases,
see Adam and Wortmann (1989) and Willenborg and de Waal
(2001).The term privacy-preserving data mining was in-
troduced in the papers Agrawal and Srikant (2000) and Lindell
and Pinkas (2000). These papers considered two fundamental
problems of PPDM: privacy-preserving data collection and
mining a data set partitioned across several private enterpris-
es. Agrawal and Srikant devised a randomization algorithm
that allows a large number of users to contribute their private
records for efficient centralized data mining while limiting the
disclosure of their values; Lindell and Pinkas invented a cryp-
tographic protocol for decision tree construction over a data
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set horizontally partitioned between two parties. Phishing at-
tacks are relatively new but very effective. There are two typi-
cal types of phishing. To prevent phishing emails [8], [9], [10],
a statistical machine learning technology is used to filter phish-
ing emails but the content filter does not always work correctly.
Blacklists of spamming mail servers are built in [11] and [12];
these servers are not useful when an attacker hijacks a virus-
infected PC and key distribution architecture and a patrticular
identity-based digital signature scheme were proposed to
make email trustworthy. Second, to defend against phishing
websites, the authors in [13] and [14] developed some web
browser toolbars to inform a user of the reputation and origin
of the websites which they are currently visiting. In [15], the
author presented a tricky method which can confuse a key
logger, which works as follows. Instead of typing your whole
password into the login field, the user changes focus outside
the login form and types some random characters between
any two successive password characters. It only makes it
slightly more difficult because it is very easy to record all the
keys, mouse events, and applications of the focus. They used
a dynamic pad for the login system, which allows a user to
click the dynamic keyboard on the screen instead of typing on
the physical keyboard, but such a dynamic keyboard faces
some of the same problems as previous methods. Alphanu-
meric password systems are simply attacked by this approach,
in which an opponent can record the user motions by a hidden
camera when the user types in the password. In [16], the au-
thors adopted a game-like graphical method of authentication
to combat shoulder-surfing; it requires the user to pick out the
passwords from hundreds of pictures, and then complete
rounds of mouse-clicking in the Convex Hull.

lll. CLASSIFICATION BASED ON DISCRIMINA-
TION PREVENTION USING DATA TRANSFOR-

MATION TECHNIQUES

Classification is the task of generalizing known structures ap-
plies to new data. Classification is supervised learning. For
example, classes are used to represent that a customer de-
faults on a loan decisions like ‘Yes’ or’ No'. It is important that
each record in the dataset used to represent the classifier al-
ready have a value for the attribute used to describe classes.
Because each record has the attribute value used to define
the classes. Classification is a machine learning technique
used to predict group membership for data instances. It as-
signs items in a collection to target categories. The aim of
classification is to accurately determine target class for each
and every case in data.

A. DISCRIMINATION MEASUREMENT AND DATA
TRANSFORMATION

The purpose of Discrimination measurement is to identify dis-
criminatory rules and redlining rules using Potentially Discrimi-
natory (PD) and potentially non-discriminatory (PND) rules
[18]. Direct discrimination is measured by identifying a-
discriminatory rules among the PD rules using a direct discrim-
ination measure (elift) and a discriminatory threshold (a). The
extended lift can be calculated as

Conf (A,B—>C)
Conf (B—>C)

Elift (A, B— > C) =
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The indirect discrimination is measured by identifying redlining
rules among the PND rules that correlated with background
knowledge based on an indirect discriminatory measure (elb),
and a discriminatory threshold (a).Transform the original data
DB in such a way to remove direct and indirect discriminatory
biases, with minimum impact on the datasets [4].

B. BIRCH ALGORITHM

BIRCH (Balanced lterative Reducing and Clustering using
Hierarchies) is a data mining algorithm used to perform clus-
tering in discrimination environment. It can be used efficiently
in multi-dimensional datasets and it has minimized 1/O cost
than Apriori algorithm (1 or 2 scans).

1. First, it scans the data set and construct clustering
feature tree in its memory as shown in Figure 1.

2. Then it condenses large clustering feature tree into
smaller one and performs global clustering by using
its centric points.

3. Finally it performs cluster refining for removing out-
liers.

BIRCH algorithm can be divided into two phases: It scans the
transformed data set in memory and generate model based on
eligible and not eligible criteria as shown in Figure 4.

l Data

Phase 1: Load into memory by building a CF tree

Initial CF tree
\ 4

Phase 2: Condense into desirable range by building
a smaller CF tree

Smaller CF tree

A4

Phase 3: Global Clustering

Good Clusters
\ 4

Phase 4: Cluster Refining

Better Clusters

Figure 1: Birch algorithm

C. DIFFERENTIATED VIRTUAL PASSWORDS

A virtual password is a scheme that cannot applied directly, it
produces dynamic password that submitted to server for vali-
dation. A dynamic password consists of two parts such as
function B and fixed alphanumeric F form the domain g to y,
where y is letter space used for passwords [19]. The func-
tions are P= (F, B) and B (F, R) = Pd, R is a random number
and Pd is a dynamic password where B is a virtual function.
The user input consists of (ID, Pd), where ID is user ID. In
server side, the server cal also evaluates Pd and compares it
with password. First the server will find user information based
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on ID and compute Pd. The bijective function allows the sys-
tem to use reverse function to remove password.

D. SECRET LITTLE FUNCTIONS

In modern ciphers, encryption algorithms are open to the pub-
lic but keys of these algorithms are kept secret. One reason
that modern ciphers seldom choose secret encryption algo-
rithms is that secret encryption algorithms prevent communica-
tion among parties such as commercial products, networking
protocols, and so on. Therefore, the approach in which only
keys are kept as secrets and algorithms are open to the public
for implementation is very popular in modern ciphers. The rea-
son behind using user specified programs is that information
are kept very secret and cannot know by others.

Random Access key

Random Access key is splited into 3
parts as k1, k2, k3. Secrete values
as X, First part added with secretes
value X1={K1+X), Second part
subtract with secret value  X2#(K2-
X). Third part Muliplied with
Secrete value X3=(K3*X).

Three part values are

passed to the Secrete
Function Expression.

— I

Generation of Access

Figure 2: Flow chart for user defined program

User specified functions can be unbounded and the attackers
do not know the function forms that are much protected as
shown in Figure 2. Otherwise, it would be easy to attack these
functions. These simple and protected functions are named as
secret little functions. It is a problem that extra effort is needed
to program the function into server for creating an account.
The condition is that secret little functions should use the ran-
dom number provided by the server; otherwise, it may be sub-
ject to Key logger attacks since the attackers do not need to
know the function but can simply input the same capture in-
puts again to gain access. Figure 3 defines helper application
for a mobile device.
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Figure 3: Helper applications for cell phone

E. CODEBOOKS

A codebook should be small that can accumulate in a PDA
and easy to carry. It is not possible that the use remembers
the whole codebook. the server should have effective
computing power to run Random Number Generator (RNG),
so if user loses their codebook they can use new one without
changing parameters. Linear Congruential Generators are not
possible in this environment. A codebook is a type of text used
for collecting and accumulates codes in it. In the setup part,
the user assigns the length of the password, n and then server
generates n 64-digit random numbers. The server generates
four random numbers; RO, R1, R2, and R3 with each have 64-
digits. Let r(i,0), r(i,1), r(i,2), ..., r(i,63) denote the 64- digits of
Ri. ACT [20] is a code protection scheme used for sensors to
validate a transmit message sender in networks based on
hash function. ACT generates chain-key that stored in
codebook. The user’s codebook consists of hidden password,
constant value and the user specified function, authentication
decrypting key and ACT keys.

IV. RESULTS

NetBeans is an integrated development environment (IDE) for
developing primarily with Java. Using secret little functions,
phishing and other types of attacks can be defeated. The dy-
namic password approach is processed in mobile-application
using ACT and after entering random number in sign-on
screen, virtual password can be calculated. In this approach,
the bank will send access code to user after entering dynamic
password. During registration, human computing is needed.

Adult data set: We used the Adult data set [17], also known
as Census Income, in our experiments. Adult data set consists
of 48,842 records, split into a “train” part with 32,561 records
and a “test” part with 16,281 records. The data set has 14
attributes. The prediction task associated with the Adult data
set is to determine whether a person makes more than 50K$ a
year based on census and demographic information about
people.
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Figure 4: Loan sanction status based on eligible and not eligi-
ble criteria

V. CONCLUSION

The purpose of this paper was to develop a hew preprocess-
ing discrimination prevention technique that consists of various
data transformation methods includes rule protection and rule
generalization used to prevent direct discrimination and indi-
rect discrimination and provide privacy. We anticipated diffe-
rentiated security mechanisms that the user can choose virtual
password method. It performs tradeoff between security and
complexity and less human computing. In user specified pro-
grams, secret little functions can be used to improve protection
by hiding secret functions. The experimental results reported
demonstrate that the proposed techniques are efficient in both
goals of removing discrimination and preserving data quality.
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